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Introduction

PSRoomSigningis a PowerShellbased solution for RoomSigning, you can run this script on your
Windows based display device, webserver orrun natively in Azure. RoomSigning will show the
meetings of your meetingroomsin your environment. If you have an information display in your
company restaurant or foyeryou can display this information. Only meetings of today are displayed
and meetingsin the pastare no longeron the screen.
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©31.0GL.A3 Today's meetings
Amsterdam 14:00 - 15:00 Microsoft 365 migration Stefan Peters
Meeting Room 14:00 - 14:30 Conference Call Luke Skywalker
Eindhoven 15:30 - 17:00 Demo Azure Stefan Peters
19 september 2021

Example of RoomSigning

How does it work?

The PowerShellscript is designed torun as a scheduled task, or scheduled Azure Automation
Runbook. The script needs a Service Principal Name in Azure AD with ‘Calendar.Read’ and
‘Directory.Read’ permissions. And whenyourtargetis Azure Web App Service the SPN needs
Contributor permissions on the App Service.

When the script runs it will read the configured Exchange Online Room mailboxes and will renderan
HTML file in a configured target location. This HTML file is the visual representation of the Exchange
Rooms. The HTML location needs to be a location where yourdisplay device can accessit. This can

be a webserverrunninglocal or in Azure or can be a local folderor a shared folderon a file share. If

your client can access it, it will work.

The HTML file generated contains a 30 second auto refresh setting so when the script writesa new
version it will be updated automatically.



Preparations

Install the PowerShellmodules “Az” and “Microsoft.Graph” ona recent and supported version of
Windows. If you want to publish the resulton a webserverinstalllIS or another webserver.

Commandstoinstall the modules:

e Install-Module Az
e Install-Module Microsoft.Graph

Create SPN in Azure AD

Login to the serverwith the service account that will runthe Scheduled Tasks, the script will save the
certificate in the user context. Setup folderstructure as above in the example and table. Open an
elevated PowerShelland browse to the c:\scripts\PSRoomSigning folder.

Execute the “PSRoomSigning_CreateResources.ps1” script and follow setup 1.

First, we needto create the et Windows Ponesshel
SPN, choose option 1.

Change the SPN name if you
like and entera secretfor
the PFXfile.

You will be promptedto
login with a Global Admin
account.

Save the yellow output:
SPN Information

You needto paste these 3
variables into your script.

gning_2821..cert.local.txt

mSigning_Blog»




Login to Azure AD portal as
Global Admin.

https://aad.portal.azure.com

Click Azure Active Directory
and then “App Registrations”

Azure Active Directory admin center

Bl Dashboard
:= All services

* FAVORITES

b— Azure Active Directory

& Users

1 Enterprise applications

«

Dashboard >

v BLOGLAB | Overv

Azure Active Directory

O overview
Preview features

#. Diagnose and solve problems

Manage

& Uzers

& Groups

8E External Identities
Roles and administrators

Fr!
& Administrative units

i

Enterprise applications

ON Devices
#5 App registrations @

Find the SPN created earlier
and click on it.

Dashboard » BLOGLAB

gi# BLOGLAB | App registrations =

Azure Active Directory

«

a

0 overview
Praview faaturas

X Diagnose and solve problems

Manage

ﬂ Users

&4 Groups

§E External Identities

&b Roles and administrators
& Administrative units

i Enterprise applications
LW Devices

#. App registrations

{& Identity Governance

= Mew registration @ Endpoints ﬁTroubleshootlng O Refresh

o Try out the new App registrations search preview! Click to enable the preview.

o Starting June 30th, 2020 we will na longer add any new features ta Azure Activd
updates. Applications will need to be upgraded to Microsoft Authentication Lib

All applications ~ Owned applications Deleted applications (Previev

| 2 Start typing a name or Application ID to filter these results

Display name

EYll svc_roomsigning_2021



https://aad.portal.azure.com/

Click on API permiSSionS and Dashboard » BLOGLAB > svc_roomsigning_2021
click

- svc_roomsigning_2021 | AP| permissions =
Adda permission.

2 Search (Ctrl+/) | « () Refrash O Got feadback?

B Overview

& Quickstart
o The "Admin consent required” column shows the default value fq
#" Integration assistant will be used. Learn more
Manage . L.
Configured permissicns
= Branding Applications are authorized to call APIs when they are granted per
9 Authentication all the permissions the application needs. Learn more about permi

Certificates & secrets

Il Token configuration

-2~ API permissions

Mo permissions added

@ Expose an AP
S App roles To view and manage permissions and User consent, try Enterprise a
& Owners

& Roles and administrators | Preview

.. e .

Click on Microsoft Graph. Request APl permissions

Select an API
Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

\_—
) \ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windaows 10.
Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePgint, Planner, and more through a
\." single endpoint.




Click Application permissions
typein ‘ca’ in the search bar
and select Calendar.Read

Click Add permissions on the
bottom.

Request APl permissions

< All APIs
=, Microsoft Graph
@' https://graph.microsoft.comy Docs o

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon w
signed-in user,

‘/-7 ca

Permission
> AppCatalog
> Application

¢ Calendars (1)

. Calendars.Read (@
[
Read calendars in all mailboxes
Calendars.ReadwWrite (@
Read and write calendars in all mailboxes

AV

CallRecord-PstnCalls

CallRecards

N

Calls

Policy

Threatindicators

NN N W

UserAuthenticationiethod

Admin consent required

Yes




Click Application permissions
typein ‘dir’ in the search bar
and select Directory.Read

Click Add permissions onthe
bottom.

Request API permissions

CAll APIs
=g, Microsoft Graph
ig' https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application runs as a background service or daemon with

Your application needs to access the APl as the signed-in user,
signed-in user.

Select permissions

A dir

Permission Admin consent required

/" Directory (1)

Directory.Read.All @
Yes

Read directory data

Directory.ReacWrite.All (D
J ) Yas
Read and write directory data

> RoleManagemeant

[ pemisers [T

Click on “Grant Admin
consentfor.”

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins a4
include all the permissions the application needs. Learn more about permissions and consent

+ Add a permission ~ Grant admin consent for BLOGLAB

APl / Permissions name Al Grant admin consent for BLOGLAB

 Microsoft Grap

Calendars.Read Application  Read calendars in all mailboxes

Directory.Read.A Application  Read directory data

To view and manage permissions and user cansent, try Enterprise applications.

Click Yes.

Grant admin consent confirmation.
Do you want to grant consent for the requested permissions for all accounts in BLOGLAB? This will update any existing admin consent records this application already has to match w

Both permissions are
granted.

Configured permissions
Aapplications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracess. The list of configured permissi
include all the permissions the application needs. Learn more about permissions and consent

+ Add a permission  ~ Grant admin consent for BLOGLAZ

API / Permissions name Type Description Admin consent req...  Status
 Microsoft Graph (2)
Calendars.Read Application  Read calendars in all mailzoxes Yes @ Granted for BLO]]
Directory.Read Al Application Read directory data Yes @ Granted for BLO]

To view and manage permissions and user consent, try Enterprize applications.

The SPN is now setup for the PSRoomSigning script.




Configuration in PowerShell script
In the table below are all configurable items fromthe “PSRoomSigning2021.ps1” script.

For running on Windows Server, the first setting ($saveonAzureAppservice) needstobe turnedto
Sfalse.

You can run multiple instances of this script, for different floors, buildings or whatever suits your
needs. Youneedtocreate a folderstructure (Windows) or multiple Runbooks (Azure) to
accommodate for multiple instances. Each copy of the script needs to be configured separately.

[PSRoomS1ghingZ0Z21. ps1]

$SaveOnAzureAppService=$false

False — save on local disk for Windows Server
True —save on Azure Web Service

Required Setting
SAzureAppServicerRelativePath = rsOL"
$AzureAppServiceName = "webapp2021"

$AzureAppServicerResourceGroup "rg-psroomsigning"

Parametersto find the Azure Web App Service and relative path for multiple instances. Values are
listed whenyou choose options 2 from the script: “PSRoomsigning_CreateResources.ps1”

Required Setting for Azure Web Server target.

fwindowsBasedLocation = "C: \1netpub\wwwroot\rsol\default.htm"
Path to the local wwwroot folder, including the filename.

Required Setting for Windows Server target

$Tenan tID="XXXXXXXX-YYYY-ZZZZ-XXXX-XXXXYYYYZZZZ"
$AppID="11111111-2222-3333-4444-555566667777"
$Thumb="1234567890ABCDEF12345678 90ABCDEF12345678"

Replace these variables with the info after running option 1 from this script:
“PSRoomsigning_CreateResources.ps1”

Required Setting

$rooms="meetingrooml@domain.com” , "meetingroom2@domain.com”

Enter one or more meeting room email addresses in this variable. These rooms will be read for
meeting items.

Required Setting

$htmTbackgroundpicturefilename="psroomsigning_bg.png"”

Default filename forthe background picture.

$enableHTMLclock=$true # Enable HTML clock
$clockalign="right" # HTML Clock alignment Allowed values: right, Teft,center
$clockshowseconds=$false # Show seconds on clock true: HH:mm.ss - false: HH:mm

Variables for configuring the clock on screen.

$SHTMLC TockCoTor="848284" # HTML Clock text color default color: 848284




$Itembackgroundcolor="848284" # Item level background color default: 848284

$RoomNameCoTor="000000" # Item level background color default: 000000
$1temColor="FFFFFF" # Item level background color default: FFFFFF
$patestampColor="000000" # Item level background color default: 000000

Variables for configuring colors.

$maxcalendaritems=9  # Maximum number of items on the screen.
$maxsubjectlength=53 # Truncates the subject on maximum chars
$skiplines=3 # Add empty Tines from top of screen to align with
background picture.

Variables speak for themselves just play with the values if default doesn’tlook good.

$datestamp=%true # Add the date on the bottom of the screen.
$showsnapshotTimeStamp=$false # Adds a timestamp when the snapshot/html file was
created, designed for troubleshooting but can be used in production also.

Choose true/false only forthese two.

$timezoneID="W. Europe Standard Time" # Use this command to Tist alle available
timezones: get-timezone -ListAvailable copy the ID in this Tine.

$cuTtureidb ="n1-NL" # Use this command to Tist all available
cultures, put the info from the NAME column in this variable:
[system.Globalization.CultureInfo]::GetCultures([System.Globalization.CultureType
s]::Allcultures)

If you are notfrom The Netherlands you need toreconfigure these values, in the comments the
PowerShellcommands are listed how to find your values to putin the variables.

All other PowerShellcommands do not need to be changed and should work as is.

Prepare the background

The ZIP download contains an example background for the RoomSigning screen. You can customize
this to your own needs. Use any PNG editorto change the logo’s, the colors etc. You can even have
multiple backgrounds, so each instance has its own background.
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Install on a Windows Server

On your Windows Server where you want to run the script, install the PowerShellmodules “Az” and
“Microsoft.Graph” on a recentand supported version of Windows. If you want to publish the result
on a webserverinstalllIS or anotherwebserver.

Commands toinstall the modules:

e |nstall-Module Az

e Install-Module Microsoft.Graph

Example folder structures:

PowerShell Script

WebServer

w o Local Disk (C:)
inetpub
Perflogs
Program Files
Program Files (x26)
v Scripts
v PSRoomSigning
RS0
RS02

w = Local Disk (C:)

A inetpub
b wwwroot
rs01
rs02

C:\scripts\PSRoomSigning

\rsO1

PSRoomSigning2021.ps1

psroomsigning_bg.png

\rs02

PSRoomSigning2021.ps1

psroomsigning_bg.png

PSRoomsigning_CreateResources.psl
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Configure the scheduled task

OpenTask Scheduler.

Click “Create Basic Task...”

Actions

Task Scheduler Library -
E Create Basic Task...
. Create Task...
gljjlpurt Task...
a  Display All Running Tasks
&) Disable All Tasks History
] Mew Folder...
View 4
|G Refresh

Help

Enter a name for the scheduled
task.

Next

Choose Daily, Next

Create Basic Task Wizard

:@ Create a Basic Task

Create a Basic Task

Use this wizard to quickly schedule a common task. For more advanced options or settings

Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Mame: PS RoomSigning RSO|
Finish

Description:

< Bac| Next > Cancel

Create Basic Task Wizard

-"@ Task Trigger

Create a Basic Task When do you want the task to start?

© oaiy

Action o

Finish Weekly
O Monthly
() Onetime

(O When the computer starts
() When | log on

() When a specific event is logged

= Back Next = Cancel

11



Choose any start time, could be
just before business day, for24/7
display start time doesn’t matter.

Next.

Create Basic Task Wizard

@ Daily

Create a Basic Task
Start: [23- 9-2001 [0 | [13:50:34

Trigger

Recurcsey [T ] doys

Action
Finish

Action

Start a program

Create Basic Task Wizard
@] Action

Create a Basic Task

What action do you want the task to perform?

= | [ Synchronize across time zones

= Back Cancel

Browse to the powershell.exe in
the folder:
C:\Windows\System32\Windows
PowerShell\v1.0\

In the Add Arguments type these
parameters

-executionpolicy bypass -File

Followed by the full path to the
script.

TIP: l usually prepare the paths
and parameters in notepad see
screenshot. That helps in getting
the commands and arguments in
first time right.

Next.

File Edit Format View Help
Drogram/script:
Add Arguments :

Create Basic Task Wizard

@ Start a Program

Create a Basic Task

Ln2, Cal 17

Trigger
Next. Daily
(®) Start a program
Finish (O Send an e-mail (deprecated)
() Display a message (deprecated)
< Back Next > Cancel
T - o %

"C:\Windows\System32\WindowsPowershell\vl.0\powershell . exe™
-executionpolicy bypass -File C:\SCRIPTS\PSRocmSigning\rs01\PSRoomSigning2021.psl

100%  Windows (CRLF)  UTF-8

‘ CAWindows'\System32\WindowsPowerShell\w1.0\powershell.exe |

Browse...

Trigger Program/script:

Daily
Action

Start a Program Add arguments (optional):
Finish Start in (optional):

-executionpolicy bypass

< Back Next > Cancel

12



Enable “Openthe Properties...”

Finish.

Create Basic Task Wizard

@ Summary

Create a Basic Task
Trigger

Daily
Action

Start a Program

If you wantto change the service
account click “Change Useror
Group.”

Change the radio buttons to:

“Run whetheruseris logged on
or not”

Highest privileges should not be
necessary.

@ PS5 RoombSigning RS01 Properties (Local Computer)

General Triggers Actions Conditions Settings History

Name: PS5 RoomSigning RS01

Description:

Triggen: |Da\\y; At 13:59 every day ‘
Action: | Start a program; C:\Windows\System32\WindowsPowerShell\v1.0\powersh a\‘

Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule,

= Back Cancel

MName:

PS RoomSigning RS01

Location:  \

Author

Description:

Security options

[1 Hidden

When running the task, use the following user account:
I svc_psroomsigning

() Run only when user is logged on

(@ Runwhether user is logged on or not

[] Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

Configure for:

Change User or Group...

Windows Vista™, Windows Server™ 2008 w

oK Cancel

Click on the Triggers TAB, select
the Daily, click Edit... and enable
“Repeattaskevery:”

Change the selectionto 5
minutes and if you want you can
changeit evenlowerto2
minutes.

Keep clicking OK until all settings
are saved. If prompted enterthe
service account password.

General Triggers Actions Conditions Settings History

When you create a task, you can specify the conditions that will trigger the task.

EE
I- Daily

At 13:59 every day

o

resources

Status
Enabled

Edit Trigger

Beginthetask: |On a schedule v
Settings
O One time Start: [23- 9-2021 [~ | [13:59:34 21| [ Synchronize across time zenes
@ Daily
ey | Recneien: 1 ame
O Monthly

Advanced settings

[] Delay task for up ta

Repeat task every T
[ Stop all running tasks at end of repetition duration
[ Stop task if it runs longer than: 3 days

[ Expire: 23- 9-2022 14:07:35 <

Enabled

Cancel

13



Afterat least one successful run
the foldershould look like this.

default.htm
psroomsigning_bg.png

I < [0l

Home Share View

« v o <« Local Disk (C:) » inetpub » wwwroot » rsD1 iy

) 3D Objects A Name
[ Desktop
|=| Documents
4 Downloads
B Music

=] Pictures

B Videos

~ iig Local Disk (C)

L defaulthtm
=) psroomsigning_bg.png

~ || inetpub
custerr
history
logs
temp
v wwwroot
rs01
rs02
Perflogs
Program Files
Pragram Files (x36)
Scripts
Users

WiimA e
2items

Search rs01 »

Date modified

244 PM

9/18/2021 10:15 PM

Your IIS Managed could look like
this:

Make sure you comply to you
company security policies for
webserver like using a certificate
forhttps.

Q_—j Internet Information Services (115) Manager
P el

€« : ~| » WIN-REQJS3CPKJU » Sites » Default Web Site » rs01 »

File View Help

Connections
- &8

-4 Start Page
w '&_5] WIN-REQJS3CPKIU (WIN-REQI33CPKIUNAdministrator)

i.-[2} Application Pools
v .[&] Sites
v €0 Default Web Site
L rsD

rs02

- rs01 Ho
Filter:
s

&
%—-;_i A

Authentic... Compr

3

Output Requ
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Install on Azure

This chapter describes the entire process of running and hosting the script and webserverin Azure.
You needthe same set of files but different configuration parameters.

You need a Windows computerto configure the parts, so first create the SPN as described in “Create
SPNin Azure AD” in the Preparations chapter.

On the Windows computeryou created the SPN run the PSRoomSigning_CreateResources.pslscript
again.

Run the script again.
Choose option 2.

Enter the number: 2

Selectthe correct
Azure Subscription

Selectthe SPN Select the SPN created earlier!
created earlier.
Objectld Appld DisplayName
TS TS AL SRR SIS '” ‘ ’_ 27" svc_roomsigning_2021
z S ) Iigroinichieeh Gt E R T S
a8 JOHG
i 5 735

Cancel

15



Selectthe Azure
location.

Enter resource group
name and the
WebApp prefix and
let the script create
the resources.

lect your preferred locati

Filter

Location DisplayMame

Providers

Narth Central US
South Central US

northcentralus

southcentralus

nartheurope Narth Eurcpe
westeurope West Eurcpe
japanwest Japan West
japaneast Japan East
brazilsouth Brazil South

australiasast Australia East

australiasoutheast Australia Scutheast

2 Administrator: Windows PowerShell

resources

vebapplB825

IS

FTP credentials are
displayed you can
save themfor future
reference.

info for reference.

N

{Microsoft.DesktopVirtualization, microsor
{Microsoft.DesktopVirtualization, microso
{Microsoft.DesktopVirtualization, microso
{Microsoft.DesktopVirtualization, microsor
{microscftinsights, Microsoft.Automation
{microsoftinsights, Microsoft. Automation
{microscft.insights, Microsoft.Automation
{microscftinsights, Microsoft.Automation

{microscftinsights, Microsoft.Automation

find them

back in |

ftinsights, Microsoft.Aut
ft.insights, Microsoft.Aut
ft.insights, Microsoft.Aut
ftinsights, Microsoft.Aut
, Microsoft. KeyVault, Mic
, Microsoft. KeyVault, Mic
, Microsoft.KeyVault, Mic
, Microsoft.KeyVault, Mic
, Microsoft. KeyVault, Mic

re Portal.
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On the Windows
. Select entry: General Advanced Transfer Settings Charset
Computerinstall any Pt 19 e Tt e -
FTP client and enter —
. Encryption:  Use explicit FTP over TLS if available -
the FTP credentials. —— =
User: vl
Password:
In the screenshot
you see File Zilla. bty b, [
Comments:
New site New folder
MNew Bockmark Rename
Delete Duplicate
oK Cancel
On the FTP fOIder' Remote site: | /site/wwwroot w
br.owse to =11/
/site/wwwrootand 9| LogFiles
create one or more cite
subfolders forthe M- | wwwroot
different
. . o
ilename ilesize Fi e ast modifie ermissions
PSRoomSignin Fil Fil Filetyp Last modified P
instances. .
rs0i File folder
In the screenshot rs02 File folder
yousee: e hostingstart.html 3499 Microsoft.. 24-9-2021 21:3..
A\rs01
\rs02
You can delete the < N
hostingstart.htmlit i ) ) .
. g . 1 file and 2 directories, Total size: 3,499 bytes
is not required.
H Local site: | CASCRIPTS\PSRoomSigning'. ~ | Remote site: | /site/wwwroot/rs01 ~
Use the FTP client to TP SoomSignng - [Remteste | -
upload the B PSR:(()):HS\gmng B wwn:;:;nt
background picture Cymem vaume nfrmation o v
to the Corresponding tf:i . Fi\all"\ama Filesize Filetype Last modified  Permissions
folders Filename Filesize ~ Filetype Last modified =l psraomsigning_bg.png 21525 PNG File 24-9-202123:1.
’ ;501 File folder 23-9-2021 14:12:52
rs02 File folder 23-9-2021 13:53:30
|4l psroamsigning_bg.png 21525 PNG File 18-9-2021 22:15:21
| PSRoomsigning_CreateRe... 8567 Windows PowerSh... 18-9-202121:37:32
] sve_roomsigning_2021.ce... 2746 Personal Informati.. 24-9-2021 21:18:46
5] sve_roemsigning_2021.ce... 332 Text Document 24-0-2021 21:12:49
Selected 1 file. Total size: 21.525 bytes 1 file. Total size: 21.525 bytes
Server/Local file Direction Remote file Size Priority Status
Queued files Failed transfers Successful transfers (1)
DB Queue: empty e

17



Configure the Automation

In this section we will create and configure Azure Automation PowerShell RunBooks. Login to Azure
Portal with enough permissions to create new resources. | will create the new resourcesin the
Resource Group created earlier with the script. RG-PSRoomSigning.

From the resource group
click Create, search for
Automation, and click
Create.

Home > RG-PSRoomSigning > Create a resource >

Automation =

J

Microsoft

Automation < Add to Favorites

Microsoft

o

% 4.0 (424 Azure ratings)

Enter the required
information.

Create Azure Run As
Account: YES

Click Create at the
bottom.

Add Automation Account

Name * (D)

| psroomsigning-automation /|

Subscription *

| MSDN Azure e |
Resource group *

| RG-PSRoomSigning ~ |
Create new

Location *

| West Europe ~

Create Azure Run As account * @

‘a - ™
- o )

This will create Azure Run As
account in the Automation account
which are useful for authenticating
with Azure to manage Azure
resources from Automation
runbooks. Note that the creation of
Azure Run As account may affect
the security of the
subscription.Learn more

@ Learn more about Automation pricing.

Your resource group
contents will look
somethinglike this.

|:| A AzureAutomationTutorial (psroomsigning-automation/AzureAutomationTutorial)

|:| A AzureAutomationTutorialPython2 (psroomsigning-automation/AzureAutomationTuterialPython2)
|:| A AzuredutomationTutorialScript (psroomsigning-automation/AzureAutomationTutorialScript)

|:| (} psroomsigning-automation

[] B webapp243621093610

[] @ webapp243621093610

18



Click on psroomsigning-
automation.

On the Shared Resources
section click Certificates.

(Youneedto scroll down
for this)

Click on Add a certificate.

Browse to the location
where youran the
PSRoomSignin_CreateRes
ources.pslscript, in that
folderyoushould finda
PFXfile that contains the
authentication certificate
for the SPN.

Enter the password of the
PFXand selectNO for
exportable.

Note keep this certificate
in a safe place.

On the bottom click
create.

Home » RG-PSRoomSigning » psroomsigning-autoemation

= psroomsigning-automation | Certificates =

Automation Account

|/"-7 Search (Ctrl+/) | < T Add a certificate 'f_) Refresh
Shared Resources -
Name
@ schedules .
AzureRunAsCertificate

B Modules

& Modules gallery
Pythan packages
Credentials

& Connections

&= Certificates

Jx Variables

Dalatnsd Darmrene

= Add a certificate X

MName *

| svC_roomsiging_2021 v

Description

Upload a certificate file (.cer.pfx) *
| "syC_roomsigning_2021.certlocal. pfx” |

Password *

srmareea

/|

Exportable *

# -
\ Yes m'l
he 4

On the Shared Resources
section click Modules.

Click Browse gallery.

Search for and import
these modules:

e Az.accounts

e Az.websites

e Microsoft.Graph.
Authentication

Home > RG-PSRoomSigning > psroomsigning-automation

& psroomsigning-automation | Modules =

Automation Account

t Addamodule () Update Azure modules (' Leam about module updates & Browse gallery

2 Search (Clrl+/) «

shared Kesources

O Refresh

A search modules..
®

Schedules
Name Last modified
E Modules
AuditpolicyDsc 9/2072021, 3:08 PM
& Modules gallery
a Azure 9/2072021, 2:59 PM
python packages
AzuresStorage 9/20/2021, 3:05 PM
Credentials
AzureRM.Automation 9/20/2021, 3:03 PM
& Connections
AzureRM.Compute 9/20/2021, 3:03 PM

Home > RG-PSRoomSigning > psroomsigning-automation

Browse Gallery

|/'7 az.accounts ‘ ‘

Az Accounts

Microsoft Azure PowerShell - Accounts credential management cmdlets for Azure
Resource Manager in Windows PowerShell and PowerShell Care,

Created by: azure-sdk
48498299 downloads
Last updated: 9/7/2021

=

tication Environment

-];}-

Status

Availak

Availak

Availak

Availak

Availak
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e Microsoft.Graph.
Calendar

e Microsoft.Graph.
Users

If you import them in this order, you should not have trouble with
dependencies. If adependency is already imported but still askes for
it, the importis notfinished yet.

Scroll back up and click
on Runbooks.

Click on Create a runbook

2 psroomsigning-automation | Runbooks =

Automation Account

[ search (ctrl+/

| 04

= Create arunbook [ Import a runbook Browse gallery [ Learn|
i Cverview |/'7 Search runbooks..
@ Activity log Name Authoring status
fa Access control (1AM] AzurefutomationTutorial ~ Published
€ Tags AzureAutomationTutorialPython2 ~* Published
& Diagnose and salve problems AzureAutomationTutorialScript ~ Published

Configuration Management
# Inventory

Change tracking
E state canfiguration (DSC)
Update management

Bl Update management

Process Automation

s Runbooks

&

Enter a name and select
the runbook type:
PowerShell

¥ Create a runbook X

Mame * (@
. | psroomsigning_rs01 /|
On the bottom click
Create. Runbook type * @
| PowerShell ~ |
Description
CO py/PaSte the 53 Edit PowerShell Runbook*

PSRoomSigning.psifile.

In the Edit PowerShell
Runbook change the
parameters you wantto
change.

Checkthe “Configuration
in PowerShell script”
sectionin the
Preparations chapter.

Make sure you enterthe
correct SPN info, and the
Azure Environment
resources.
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Click Save

Click the Test pane to test
the script.

In the test pane, click
Start.

Home > R

= Test -
psroomsigning_rs01

[> start
Parameters

No input parameters

Run Settings

Runon Azure @

@ Using a hybrid runbook worker
can increase test performance

Learn mare

This configuration is available anly for
araphical runbocks.

Trace level

psroomsigning

jtomation > psreemsigning_rs01 (psreomsigning-autemation/psroomsigning_rs01) > Edit PawerShell Runbook

D view last test

The result should look
somethinglike this.

Ifyou get errors, check
the SPN info in the script,
check the certificate and
de APl permissions of the
SPN.

Also check if all required
PowerShellmodules are
imported.

Home > psroomsigning-automation > psros

= Test
pirco
[> start
Parameters
Mo input parameters

Run Settings

Runon Azure ©

Activity-level tracing
This configuration is availsble only for
araphical runbooks

Trace level

omsigning_rs01 (psroomsigning-automation/psroemsigning_rs0) > Edit PowerShell Runbook

{[AzurechinaCloud, AzureChinaCloud], [AzureCloud, AzureCloud], [AzureGermanCloud, AzureGermanCloud], [AzureUsGovernme...
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Afterthe testyoushould

Remote site: | /site/wwwroot/rs01 wr
see the default.htmin the ? locks h
t
wwwroot/rsO1folder. , “““r‘;;°
-2 rs02
v
Filename Filesize Filetype Last modified Permissions  Cwner/Groug
L defaulthtm 1.4%2  Microsoft.. 23-9-202112:0..
= psroomsigning_bg.png 21,525 PNG File 24-9-2021 23:1...
< >
2 files, Total size: 23.017 bytes
Test Azure App Service
Home
In Azure port'le, browse to ® webapp243621093610
you App Service object.
0 search (Ctrl+/) « & erowse [ stop 2 Restart  [i] Delete () Refresh | Get publish profile ' Reset publish profile  *++
©) Gy A Essentials SON Vi
You can copy outthe URL | & s b b

from this page or click
Browse to openthe
website in your browser.

If you have deleted the
hostingstart.htmlfile you
will getthis error.

Addthe /rs01 to the url
and check again!

S Access control (1AM)

¢ Tags

Status
Running

£ Diagnose and solve problems

@ security

Events (preview)

Subscription ID

Deployment

Quickstart

webapp243621093610.azurewebsit

O 8

Health Check
Not Configured

No FTP/deployment user set

FTP hostname

+

webar ] 93610.azurewebsites.net

You do not have permission to view this directory or page.
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Whenyou add the /rs01
the default.htmand
background should be
visible.

© 31LOGI.AS Today's meetings

Amsterdam 14:00 - 15:00 Microsoft 365 migration Stefan Peters

Meeting Room 14:00 - 14:30 Conference Call Luke Skywalker

Eindhoven 15:30 - 17:00 Demo Azure Stefan Peters
19 september 2021

If the webpage is as
expectedyouneedto
publish the script.

Go back to Edit
PowerShellRunbook and
click on Publish. Click yes
to confirm.

Home > webapp243621093610 > RG-PSReomSigning > psroomsigning-autemation > psroomsigning_rs01 (psreomsigning-automation/psrooms

> Edit PowerShell Runbook

= psroomsigning_rs01

(=] save @ publich < Revertto published [N Testpane <P Feedback

» B CMDLETS 1o
2

» &% RUNBOOKS 3 [PSRoomsighing2021.ps1]
4

> g ASSETS 5 . .
6 *** pay attention, script needs configuration in the script.
7 *** Read the instructions that came with this script or check
8 *** the website at https://www.microcloud.nl for information.
) o e xx
18 #>
11

12 # Environment
13 $SaveOnAzurefppService=§true # When True file is saved in App Service, otheru
14 # /Environment
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Azure Schedular

Although the Automation account allows scheduling the frequency is too long (minimumis 1 hour). |
recommend runningthe script every 2-5 minutes. Please adjust this to your needs.

In Azure Portal goto your
psroomsigning_rs01
runbook, in the
Resources section click
Webhooks and click Add
Webhook.

Home > psroomsigning-autemation > psroomsigning_rs01 (psroomsigning-autemation/psroomsigning_rs01)

&1 psroomsigning_rs01 (psroomsigning-automation/psroomsigning_rs01) | Webhooks

Runbook
P Search (Ctrl+/) « t Addwebhook () Refresh (' Learn more
Overview
& Name Expiration
& Activity log
o No webhooks found
@ Tags

&? Diagnose and solve problems
Resources
% Jobs
@ schedules

4] Webhooks

Last trig

Name the Webhook,
enable it and choose an
expire date.

Make sure you copy the
URL and pasteit
somewhere safe; it will
not be shown again.

Click Create in the Add
Webhook section.

Home > psroomsigning-automation

= Add Webhook

» psroomsig: e Create a new webhook

For security, after creating a

webhook its URL can't be viewed.

Make sure to copy it before

5 pressing "OK", and to store it
securely. Learn more

@ Sterta runbook via a simple HTTP POST to 3 URL

Webhaolk

Create new webhook

Parameters and run settings Name *

Modify run settings (Default: Azure) ‘ rs01_webhook v

Enabled *
‘: Yes No :-

Expires *

[ 092572022

a|[ 20300 Pm |

URL @
[ nttpsi//bf3fa423-6bea-4fdd-94ef-55co4... [ |

On the leftmenuclick All
Services and search for
Schedular

Click the SchedularJob
Collections.

Microsoft Azure P Search resources, services, and docs (G+/)
€

All services | schedulad ®
T~ Create a resource
ﬁ Home Overview
Eill Dashboard N @) scheduler Job Collections
Categories
= All servi
services Al
% FAVORITES
General
S Al resources
Compute
(4] R
lesource groups Netwarking
:@ App Services Storage

AN o aos
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Selectthe resource group
of your RoomSigning
components.
RG-PSRoomSigning

Type: Consumption

Name the logic app and
selectyour region.

Next.

Click Create onthe
bottom of the page.

Create Logic App

Basics  Tags Review + create

Create 2 logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources, Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
waorkflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription* (@ ‘ MSDN Azure ~ ‘
L Resource Group * (D ‘ RG-PSRoomsigning v ‘
Create new

Instance Details
Type * (®) consumption () Standard

@ Looking for the classic consumption create experience? Click here

Logic App name * ‘ logicapp_psroomsigning e ‘
Region * ‘ West Europe v ‘
Enable log analytics * Yes @ No

A Thereareno log analytics workspace resources in the selected subscription. In order to enable log analytics, either
create a new log analytics workspace resource or switch to a subscription which already has one.

Create Logic App

Basics Tags Review + create

Summary

Logic App
by Microsoft

—

Details

Subscription S
Resource Group RG-PSRoomSigning

Mame logicapp_psroomsigning

Region westeurope

Log analytics Disabled

When objectis created
click on Gotoresource.

Find the trigger
“Recurrence”

Click on it.

Start with a commaon trigger
Pick from one of the most commonly used triggers, then orchestrate any number of actions using the rich cc

When a message is When a HTTP
received in a Service request is received
Bus queue

Recurrence When a new email is

PN ; .
@ received in

Qutlook.com
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Defaultinterval is 3
minutes.

Change to your
requirements.

Click on New step.

All services > Micrasoft.Web-LogicAppConsumption-Portal-52cb968b-8a >

Logic Apps Designer

save X Discard [> Run Trigger [@

logicapp_psroomsigning >

er <> Codeview [@] Parameters & Templates [ Connectors

? Help @ info

Recurrence
*Interval *Frequency
; | [ e <]
‘ Add new parameter v |
+ New step

Searchfor HTTP and
selectthe default green
HTTP button.

Select method: POST

Paste the Webhook URL
in the URI part.

Click on Save.

To testif it works click on
Run Trigger.

Choose an operation

O http

All

For You Built-

&

Office 365
Outlook

HTTP @ -

*Method POST v
~URI https://bf3f8423-6bcd-4fdd-B4ef-58cd4212dbb webhookwe azure-

automation.net/webhooks?

token=kIQHrLIGQVR]tsG3%232TT50K5% 2bw3cOTRRoZwSILIgbedIs%3d

Add dynamic conten*

Headers Enter key | Enter value |
Queries Enter key | Enter value |
Body | Enter request content
Coakie | Enter HTTP cookie

Add new parameter

+ New step
Logic Apps Designer

[E] save )< Discard [> RunTrigger &fu Designer

Dynamic content

. NC DYNAMIC CONTENT AVAILABLE
| There is no content available

<> Codeview [@)] Parameters W Template

Expression

INCLUDING DYNAMIC CONTENT
If available, dynamic content is automatically generated from the
connectors and actions you choose for your flow.

Dynamic content may also be added from other sources.
Learn more about dynamic content.

Bl connectors 7 Help (D Info

HTTP

Check the FTP folder if
the timestamp of
default.htmlhas changed.
Ifit did the trigger works!

@ default.htm
=| psroomsigning_bg.png

1452 Microsoft ...
21,5323 PMNG File

25-9-2021 14:28:00
24-9-2021 23:18:00
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If you host multple
RoomSigninginstances as
Runbookyou can add
more Webhook HTTP
POSTS in the same logic
app, they will run on the
same interval.

Microsoft.Web-LogicAppConsumption-Por

Logic Apps Designer

All services

[> Run Trigger

tal-52cb968b-8f%a

¢/> Code view

logicapp_psroomsigning

[@) parameters ¥ Templates B2 Connectors

? Help @ Info

Q

Recurrence

HTTP

HTTP 2

+ New step

100%

a

PUBLIC Visibility

If you followed the instructions, you have an Azure App Service that will host your HTML files for the

PSRoomSigning. By default, the web service is open for the entire world to be viewed. You can
change this by following the next steps.

In Azure Portal browse to
your App Service.

In the Setting section click
on “Networking”

Next click on Access
restriction.

43 webapp243621093610 | Networking

Inbound Tratfic

Manage access and incoming services

Features
W ccess et 0 o
Y ®

°®

More networking features

Outhound Traffic

St up calls to app dependencies like

Outbound addresses
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Click on Add rule

Name therule, giveit a
priority number, and add
your PUBLICIP of your
Office breakoutinternet.

Click Add rule.

Addas many PUBLICIP
rules as you need.

All services > Resource groups

RG-PSRoomSigning

S Access Restrictions

() Refresh

® Access Restrictions

Access restrictions allow you to define lists of allowfdeny rules to contrel traffic ta your app. Rules are evaluatec

your app will accept traffic from any address. Learn more

webapp243621093610.azurewebsites.net  webapp243621093610.5cm.azurewebsites.net

—+ add rule

[ eriority Name Source

Endpoint status

HTTI

Add Access Restriction

General settings
Name @

[ officeonly

Action
@D oy )

Priority *

| 300

Description

Source settings
Type

| 1Pva

1P Address Block *

|aau1;32

HTTP headers filter settings
X-Forwarded-Host (@

[ Bx exampleCne.com, exa

X-Forwarded-Fol

[ Enter 1pva or 1Pvs CIDR ddresses.

X-Azure-FDID @

[ Enter Front Door or reverse proxies ids

X-FD-HealthProbe O

[ecr

After creating this rule an
implicit Deny is added
automatically.

Al services > Resource groups

S Access Restrictions

RoomSigning

O refresh

® Access Restrictions

Access restrictions allow you to define lists of allow/deny rules to control traffic to your app. Rules are evaluated in priority order. If there are no rules defined then your app will accept

traffic from any address, Learn more

@ create new rule
Successfully added new rule

pp: ites.net bapp243621093610.5cm azurewebsites.net
+ addrue
[ eriority Name Source

[ =00 OfficeOnly 80.1.1.1/22

Endpoint status

Nt configured

HTTP headers Action

@ wiow

Click on the
web243.scm. *** section
and enable “same
restrictions as web***”

All services » Resource groups

® Access Restrictions

'f_) Refresh

Access Restrictions

Access restrictions allow you to define lists of allow/deny rules to control traffic to your app. Rules are evalu

traffic from any address. Learn mo

RG-PSRoomSigning

243621093610

webapp243621093610.azurewebsites.net

Same restrictions as webapp243621093610.azurewebsites.net

webapp243621093610.scm.azurewebsites.net
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Configure your display devices
You could use any device that can display this website like Linux, Android, or Windows.

Suggestions:

- Old tablet that connects via WiFi to the webserver.
- Old PC connectedtoa TV mounted onthe lunchroom wall of your office.

You can also distribute the URL to your users or embed it on yourintranet soyour users can quickly
checkif any meetingroomis busy or not.

Windows 10 Client configuration

In the real world | have configured a Windows 10 client to autologin and autostarta webbrowser
with a special parameterto show the PSRoomSigning page. My favorite browserforthis is Microsoft
Edge Chromium butany modern browsershould work. Fora Windows 10 client create a shortcutto
the EXE file of Microft Edge Chromium or copy the default shortcut to your startup folder.

Change the target with this line:

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --kiosk "https://psroomsigning.bloglab.nl/rs01" --edge-kiosk-type=fullscreen

The kiosk parameters will autostart the browser fullscreen and lock the userinterface of the
browser. It can only be stopped with ALT-F4 @

¥ Microsoft Edge Properties X

Security Deetails Previous Versions
General Shorteut Compatibility

- Microsoft Edge
2 :
Target type: Application

Target location: Application

Target: |adge.exer' —kiosk "hitps ffpsmomslgnlng.b\oglab.||

Start in | "C:\Program Files {(x86)Microsoft\Edge -ﬁppllcatlc|

Shortout key: | Mone |

Run: MNormal window =
Comment: | Browse the web |
Open File Location Change Icon... Advanced...

Cancel Apply

Example of the properties of the shortcut.

End of document.
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