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Introduction

PSRoomSigning is a HTML and PowerShell based solution for RoomSigning, the script can run on
AzureRM or Windows operating system. This new version needs a webserver compatible with
jQuery. PSRoomSigning will show the meetings of your meeting rooms in your environment. If you
have an information display in your company restaurant or foyer you can display this information.
Only meetings of today are displayed and meetings in the past are no longer on the screen.

14:14
N 1 .
©31.0GL.A3 Today's meetings
Amsterdam 14:00 - 15:00 Microsoft 365 migration Stefan Peters
Meeting Room 14:00 - 14:30 Conference Call Luke Skywalker
Eindhoven 15:30 - 17:00 Demo Azure Stefan Peters
19 september 2021

Example of RoomSigning

How does it work?

The PowerShell script is designed to run as a scheduled task, or scheduled Azure Automation
Runbook. The script needs a Service Principal Name in Azure AD with ‘Calendar.Read’ and
‘User.Read’ permissions. And when your target is Azure Web App Service the SPN needs Contributor
permissions on the App Service.

When the script runs it will read the configured Exchange Online Room mailboxes and will render an
HTML file in a configured target location. This HTML file is the visual representation of the Exchange
Rooms. The HTML location needs to be a location where your display device can access it. This can
be a webserver running local or in Azure.

This new version has a new method for refreshing. The old method was not reliable in the long run.
After some time, the client would display “Server error 500”. Most likely the HTML was being
rewritten and exactly on that moment the refresh occurred.



Revision History
2022 — Second release

e Reinvented the solution with extra jQuery script and splitting the HTML into two files.
e Add jQuery script for refreshing the page, making it more robust and stable.

e Requires webserver, doesn’t work local anymore.

e Fixed the PSRoomsigning_ CreateResources.psl script now it works.

2021 — First release

System Requirements

For the PowerShell script
e Azure RM, Automation Account with PowerShell RunBook.
e Windows 10/11 or Windows Server any supported version, tested on Windows Server 2019.

For the webserver
e Microsoft IIS on Windows Server
e Azure App Service and App Service Plan
e jQuery compatible webserver



Preparation
After you downloaded and extracted the PSRoomSigning2022.zip file you need to prepare the files.

Filename Purpose

.\webserver\default.htm Static HTML file that is opened by the client.

\webserver\psroomsigning_bg.png Static background picture.

\webserver\jquery-3.6.0.js (*1) jQuery file required for the new page refreshing
technic.

\scripts\psroomsigning2022.ps1 The PowerShell script that generates the
‘roomsigning.html’ file.

\scripts\PSRoomsigning_ Script to create some Azure resources.

CreateResources2022.ps1

PSRoomSigning_Manual.pdf This manual.

*1 file not in ZIP, download it from the source

Download the jquery.js file from the source
Goto website: https://ijquery.com/download/

Plugins Contribute Events Support JS Foundation

Your donations help fund the continued

@ jauer{ @ development and growth of jQuery.

write less, do more. SUPPORT THE PROJECT

Download APIDocumentation Blog Plugins Browser Support Search

Downloading jQuery

Compressed and uncompressed copies of jQuery files are available. The uncompressed file is best used during development or debugging; the
compressed file saves bandwidth and improves performance in production. You can also download a sourcemap file for use when debugging
with a compressed file. The map file is not required for users to run jQuery, it just improves the developer’'s debugger experience. As of j[Query
1.11.0/2.1.0the //# sourceMappingURL comment is not included in the compressed file.

To locally download these files, right-click the link and select "Save as..." from the menu

jQuery

For help when upgrading jQuery, please see the upgrade guide most relevant to your version. We also recommend using the jQuery Migrate
plugin

I Download the compressed, production jQuery 3.6.0 I

Download the uncompressed, development jQuery 3.6.0

Download the map file for jQuery 3.6 0

You can also use the slim build, which excludes the ajax and effects modules

Download the compressed, production jQuery 3.6.0 slim build

Download the uncompressed, development jQuery 3.6.0 slim build

Download the map file for the jQuery_3.6.0 slim build

jQuery 3.6.0 blog_post with release notes

Download the compressed production jQuery 3.6.0 version (or later if new is available). Save the file
and name it like this: “jquery-3.6.0.js” (Align filename with actual version)


https://jquery.com/download/

Prepare the HTML files

The default.htm file can be customized to suit your needs.

Editable values:
Line Nr Value
5 psroomsigning_bg.png

7 jquery-3.6.0.js

Purpose

Background picture, save you picture with this name, or
change the name in this htm file.

jQuery file, align name with downloaded file.

16-27 // comment Uncomment the preferred clock location, align with lines
50,51 and 52.
35,41 roomsigning.html| HTML file created by the PowerShell script, align name.

42 75000 Reload timeout for reloading the HTML created by the
PowerShell script. 75000 milliseconds = 75 seconds.
Change the <h1 style> according to your wishes. You can

customize color, font, size etc.

50,51,52 | <hl style>

<l--- comment --->
Uncomment one of the 3 examples, aligned with lines 16-
27.

*1: line numbers from original file in ZIP.

[
<html>
<head>
<style>
body { background-image: url('psroomsigning bg.png'); }

</style>

<script src="jquery-3.6.0.3js"></script>

<script>

function startTime() {

const today = new Date();

let h = today.getHours();

let m = today.getMinutes() ;

let s = today.getSeconds();

m = checkTime (m) ;

s = checkTime(s) ;

Read the manual for more information about configuration in this file. --->

//

// 6 different precoded clocks, right, center and left, with or without seconds. Only uncomment one!

//

document.getElementById('clock').innerHTML = h + ':' + m + '&nbspanbsp'; // Clock align right, no seconds.
// document.getElementById('clock').innerHTML = h + ':' + m + '.' + s + 'snbspanbsp'; // Clock align right, with seconds.
// document.getElementById('clock').innerHTML = h + ':' + m ; // Clock align center, no seconds.
// document.getElementById('clock').innerHTML = h + ':' +m + '.' + s ; // Clock align center, with seconds.
// document.getElementById('clock').innerHTML = 'gnbsp&nbsp' + h + ':' + m ; // Clock align left, no seconds.
// document.getElementById('clock').innerHTML = '&nbsp&nbsp' + h + ':' + m + + s ; // Clock align left, with seconds.
//

setTimeout (startTime, 1000); }

function checkTime (i) {

if (i < 10) {i = "0" + i}; // add zero in front of numbers < 10

return i;}

</script>

<script>

$ (function(){ $("#includedContent").load("roomsigning.html", 'f' + (Math.random()*1000000)); });

</script>

<script>

setInterval (function()

{

$(function(){ $("#includedContent").load("roomsigning.html", 'f' + (Math.random()*1000000)); B

}, 75000);
</script>
</head>

<body onload="startTime()">

Three locations for the clock, right, center and left. Uncomment only one. You

can change the font,

font-size and color to your liking.

<hl style="font-family:Segoe UI;font-size:32px;color:848284;" align="right"
<! <hl style="font-family:Segoe UI;font-size:32px;color:848284;" align="
<l--- <hl style="font-family:Segoe UI;font-size:32px;color:848284;" align="

<div id="includedContent"></div>
</body>
</html>




Prepare the background
The ZIP download contains an example background for the RoomSigning screen. You can customize

this to your own needs. Use any PNG editor to change the logo’s, the colors etc. You can even have
multiple backgrounds on different sites, so each instance has its own background.

14:14

{ ©31.OGIAS Today's meetings

Stefan Peters

14:00 - 15:00 Microsoft 365 migration

14:00 - 14:30 Conference Call Luke Skywalker

15:30 - 17:00 Demo Azure Stefan Peters

Calendar
Item
List

The default filename of the background picture is: psroomsigning_bg.png this file must be placed on
the webserver in the same folder as default.htm and jquery* .js file.



Create the Service Principal Name (SPN)
For any deployment you need a Service Principal Name (SPN) in Azure AD to authenticate the
Microsoft.Graph script.

If you are installing the script on a Windows Server, you can execute these preparations on the
target Windows Server.

Install PowerShell Modules
Install the PowerShell modules “Az” and “AzureAD” on a recent and supported version of Windows.
If you want to publish the result on a webserver install IIS or another webserver.

PowerShell Commands to install the modules:

e |nstall-Module Az
e |nstall-Module AzureAD

Tip: If you are hosting the script on Windows, create the SPN on the target server.
Create a service account that will login to the server and can run the scheduled task on this server.

Login to the server with the service account that will run the Scheduled Tasks, the script will save the
certificate in the user context. Setup folder structure as above in the example and table. Open an
elevated PowerShell and browse to the c:\scripts\PSRoomSigning\scripts folder.

Execute the “PSRoomSigning_CreateResources022.ps1” script and follow setup 1.

FirSt, we need to create the EX Administrator: Windows PowerShell _ - m} X
SPN, choose option 1.

Change the SPN name if you
like and enter a secret for
the PFX file.

You will be prompted to
login with a Global Admin
account.

Save the yellow output:
SPN Information

You need to paste these 3
variables into your script. s Ho ert tocal bt




Login to Azu.re AD portal as Azure Active Directory admin center
Global Admin.

. Dashboard >

Bl Dashboard o BLOGLAB | QOverv

Click Azure Active Directory = All services Azure Active Directory
and then “App Registrations”

https://aad.portal.azure.com

* FAVORITES

B Azure Active Directory @ overview

& Users B Preview features

T e Hio /. Diagnose and solve problems
Manage

.'. Uzers

& Groups

8i External Identities

& Roles and administrators

& Administrative units

5 Enterprise applications

Ol Devices

% App registrations @
Find the SPN created earlier Dashboard > BLOGLAB
and click on it. - BLOGLAB | App registrations =

Azure Active Directory

“ f New registration S Endpoints fTrDubleshDating (D Refresh
a

0 Overview

B Preview features

o Starting June 30th, 2020 we will no longer add any new features to Azure Ac

X Diagnose and solve problems upgraded to Micresoft Authentication Library (MSAL) and Microsoft Graph.
Manage
All applications ~ Owned applications Deletad applications
& Users ——
& Groups 2 s

BE External Identities
. 6 applications found
ai» Roles and administrators e

Display name T
& Administrative units

# Enterprise applications
El Devices

App registrations
sve_roomsigning_2022
{4 Identity Governance

! Application proxy

v

H Custom security attributes
(Preview)



https://aad.portal.azure.com/

Click on API permissions and
click
Add a permission.

Dashboard > BLOGLAB > svc_roomsigning_2021

- svc_roomsigning_2021 | AP| permissions =

£ Search (Ctrl+/) | «

B
&

r
»

Overview
Quickstart

Integration assistant

Manage

D

sl R ESETE No permissions added
@ Expose an AP
S App roles To view and manage permissions and User consent, try Enterprise a
&8 Owners
& Roles and administrators | Preview
-

Branding
Authentication
Certificates & secrets

Token configuration

O Refresh O Got feadback?

o The "Admin consent required” column shows the default value fqf
will be used. Learn more

Configured permissicns

Applications are authorized to call APIs when they are granted perr
all the permissions the application needs. Learn more about permis|

Click on Microsoft Graph.

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

APls my organization uses

My APls

Microsoft Graph

\_—
/ \ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windaows 10.
Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePgint, Planner, and more through a

\." single endpoint.




Click Application permissions Request APl permissions
type in ‘ca’ in the search bar
and select Calendar.Read

< All APIs
=, Microsoft Graph
as' https://graph.microsoft.comy Docs o

C“Ck Add pel’miSSionS on the What type of permissions does your application require?

bOttom . Delegated permissions Application permissions

Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daesmon w|
signed-in user,

Select permissions

‘/-7 ca

Permission Admin consent required
> AppCatalog
> Application

¢ Calendars (1)

CalendarsRead (0

Yes

Read calendars in all mailboxes

Calendars.ReadwWrite (@
Read and write calendars in all mailboxes

CallRecord-PstnCalls

CallRecards

Policy

Threatindicators

U
>
>
> calls
>
>
>

UserAuthenticationiethod

Click Application permissions | Request APl permissions x
type in ‘user.read’ in the e

search bar and select . Microsoft Graph

Usel‘ Read ig' https://graph.microsoft.com/ Docs '

What type of permissions does your application require?

Delegated permissions Application permissions

Cl |Ck Add permissio ns on the Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
bottom.

Select permissions expand all

|/') user.read b

Permission Admin consent required
> IdentityRiskyUser

N User (1)

User.Read.All @
= Read all users’ full profiles

User.ReadWrite. All &)

\:‘ Yes

Read and write all users’ full profiles

10



Click on “Grant Admin
consent for.”

Configured permissions

Applications are autharized to call APls when they are granted permissions by users/admins &
all the permissions the application needs. Learn more about permissions and consent

Add a permission " Grant admin consent for BLOGLAB

APl / Permissions name Grant admin consent for BLOGLAB

 Microsoft Graph (2)
Application  Read calendars in all mailboxes

Calendars.Read

User.Read.All Application  Read all users’ full profiles

To view and manage permissions and user consent, try Enterprise applications.

Click Yes.

Grant admin consent confirmation.
Do you want to grant consent for the requested permissions for all accounts in BLOGLAB? This will update any existing admin consent records this application already has to match wi

Both permissions are
granted.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configurec
permissions should include all the permissions the application needs. Learn more about permissicns and consent

{ Add a permission " Grant admin consent for BLOGLAB
Description Admin consent req...  Status

APl / Permissions na... Type

Application  Read calendars in all mailboxes Yes @ Granted for BLOGLAB

@ Granted for BLOGLAB

Application Read all users' full profiles Yes

To view and manage permissions and user consent, try Enterprise applications.

The SPN is now setup for the PSRoomSigning script.

Prepare for hosting the webserver on Azure

You need a Windows computer to configure these parts, so first create the SPN as described in
“Create the Service Principal Name (SPN)” in the Preparations chapter.

On the Windows computer where you created the SPN run the
PSRoomSigning_CreateResources2022.ps1 script again.

This script will create the webserver components in Azure Resource Manager and give the SPN the
required permissions to save files on the webserver.

If you are running the scripts on Windows Server only you can skip this part.

Run the script again.
Choose option 2.

EN Administrator: Windows PowerShell

11



Select the correct
Azure Subscription

Select the SPN created
earlier.

E¥ Select the SPN created earlier!

TenantDomai

Select the correct subscription:

Tenantld

Cancel

Objectld

Select the Azure
location.

2 Select your preferred location:

DisplayName

svc_roomsigning_2022

Location DisplayMame Providers

narthcentralus
southcentralus
northeurcpe
westeurope
japanwest
japaneast
brazilsouth
australiaeast

australiasoutheast

Narth Central US
South Central US
Morth Europe
West Europe
Japan West
Japan East

Brazil South
Australia East

Australia Southeast

{Microsoft.DesktopVirtualization,
{Microsoft.DesktopVirtualization,
{Microsoft.DesktopVirtualization,
{Microsoft.DesktopVirtualization,

microsoft.insights, Microsoft.Aut
microsoftinsights, Microsoft.Aut
microsoftinsights, Microsoft.Aut

microsoftinsights, Microsoft.Aut

{microsoftinsights,
{microsoft.insights,
{microsoftinsights,
{microsoftinsights,

{microsoftinsights,

, Microsoft.Automation
., Microsoft. Automation
, Microsoft.Automation
. Microsoft.Automation

, Microsoft.Automation

, Microsoft. KeyVault, Mic
, Microsoft.KeyVault, Mic
, Microsoft. KeyVault, Mic
, Microsoft.KeyVault, Mic
, Microsoft.KeyVault, Mic

12



Enter resource group
name and the
WebApp prefix and let
the script create the
resources.

AzureRM info and FTP
credentials are
displayed, copy them
for later reference.
This info is also saved
in a TXT file named
after the resource
group in the script
folder.

EX Administrator: Windows PowerShell

rincipal

gningiscripts> o

On the Windows
Computer install any
FTP client and enter
the FTP credentials.

| St enty General Advanced Transfer Settings Charset
My Sites
Protocol:  FTP - File Transfer Protocol v
| N webapp123]
Host: wa I 12w ebsites. windows.net Port

Encryption:  Use explicit FTP over TLS if available

Logon Type:  Normal

User wel

In the screenshot you e
see File Zilla. Background colo: [Nome <

New site New folder

New Bookmark Rename
Delete Duplicate
oK Cancel
On the FTP folder, Remote site: | fsite/wwwroot v
browse to =0/
/site/wwwroot and 2| LogFiles
create one or more site
subfolders for the wwwroot
different
PSRoomSigning Filename Filesize Filetype Last medified Permissions
instances. .
rs01 File folder
In the screenshot you rs2 File folder
see: W hostingstart.html 3499 Microsoft .. 24-9-2021 21:3..
A\rs01
\rs02
You can delete the < N
hostingstart.html it is
g 1 file and 2 directories. Total size: 3.499 bytes

not required.

13



Use the FTP client to
upload these files to
the to the
corresponding folders.

default.htm
jquery-3.6.0.js
psroomsigning_bg.png

Chinetpubtwwwrootirs01y fsitefwwwroot/rs01/
Name Name Size Changed
e -
cdefault‘htm 2KB  22-1-2022 19:43
Bliqueny-3.6.0js 88KB  11-1-2022 16:59
psroomsigning_bg.png 22KB  24-9-2021 23:18]

<

=| psroomsigning_bg.png

<

0Bof 110KBin0of 3

OB of 109KBin0of 3

FTP

0:02:21

14



Prepare PSroomSigning2022.ps1 script
In the table below are all configurable items from the “PSRoomSigning2022.ps1” script.

For running on Windows Server, the first setting ($SaveonAzureAppService) needs to be turned to
Sfalse.

You can run multiple instances of this script, for different floors, buildings or whatever suits your
needs. You need to create a folder structure (Windows) or multiple Runbooks (Azure) to
accommodate for multiple instances. Each copy of the script needs to be configured separately.

[PSRoomS1gning2022.ps1]

§$saveOnAzureAppService=$false

False — save on local disk for Windows Server
True — save on Azure Web Service

Required Setting
$AzureAppServiceReTativerath = "rsOl"
$AzureAppServiceName = "webapp2021"

$AzureAppServiceResourceGroup "rg-psroomsigning"

Parameters to find the Azure Web App Service and relative path for multiple instances. Values are
listed when you choose options 2 from the script: “PSRoomsigning_CreateResources.ps1”

Required Setting for Azure Web Server target.

$windowsBasedLocation = "C:\inetpub\wwwroot\rsO0I\roomsigning.html"
Path to the local wwwroot folder, including the filename.

Required Setting for Windows Server target

$TenantID="XXXXXXXX-YYYY-ZZZZ-XXXX-XXXXYYYYZZZZ"
$AppID="11111111-2222-3333-4444-555566667777"
$Thumb="1234567890ABCDEF1234567890ABCDEF12345678"

Replace these variables with the info after running option 1 from this script:
“PSRoomsigning_CreateResources2022.ps1”

Required Setting

$rooms="meetingrooml@domain.com™, "meetingroom2@domain.com”

Enter one or more meeting room email addresses in this variable. These rooms will be read for
meeting items.

Required Setting

$1tembackgroundcoTor="848284" # Item Tevel background color default: 848284
$RoomNameCoTor="000000" # Room name color default: 000000
$1temColor="FFFFFF" # Item color default: FFFFFF
$patestampColor="000000" # DateStamp color default: 000000

Variables for configuring colors.

$maxcaTendaritems=9  # Maximum number of items on the screen.
$maxsubjectlength=53 # Truncates the subject on maximum chars
$skipTines=3 # Add empty Tines from top of screen to align with
background picture.

Variables speak for themselves just play with the values if default doesn’t look good.

15



$datestamp=$true # Add the date on the bottom of the screen.
$showsnapshotTimeStamp=$false # Adds a timestamp when the snapshot/html file was
created, designed for troubleshooting but can be used in production also.

Choose true/false only for these two.

$timezoneID="W. Europe Standard Time" # Use this command to Tist alle available
timezones: get-timezone -ListAvailable copy the ID in this Tine.

$cultureiD ="nT-NL" # Use this command to list all available
cultures, put the info from the NAME column in this variable:
[system.Globalization.CultureInfo]::GetCultures([System.Globalization.CultureType
s]::AlTCultures)

If you are not from The Netherlands you need to reconfigure these values, in the comments the
PowerShell commands are listed how to find your values to put in the variables.

All other PowerShell commands do not need to be changed and should work as is.

16



Installation

Install on Azure RM

In this section we will create and configure Azure Automation PowerShell RunBooks. Login to Azure

Portal with enough permissions to create new resources. | will create the new resources in the
Resource Group created earlier with the script. RG-PSRoomSigning.

From the resource group
click Create, search for
Automation, and click
Create.

Home > RG-PSRoomSigning > Create a resource >

Automation =

Microsoft

Microsoft

ﬂ % 4.0 (424 Azure ratings)

, Automation > Add to Favorites

Enter the required
information.

Create Azure Run As
Account: YES

Click Create at the
bottom.

Add Automation Account

Name * (@)

| psroomsigning-automation /|

Subscription *

| MSDN Azure ~ |

Resource group *

| RG-PSRoomSigning e |
Create new

Location *

| West Europe ~

Create Azure Run As account * @

a . ™
|_ No )
- A

This will create Azure Run As
account in the Automation account
which are useful for authenticating
with Azure to manage Azure
resources from Automation
runbooks, Note that the creation of
Azure Run As account may affect
the security of the
subscription.Learn more

o Learn more about Automation pricing.

17



Your resource group
contents will look
something like this.

0O dg

A AzureAutomationTutorial (psroomsigning-automation/AzureAutomationTutorial)
A AzureAutomationTutorialPython2 (psroomsigning-automation/AzureAutomationTuterialPython2)

# AzureAutomationTutorialScript (psreomsigning-automation/AzureAutomationTutorialScript)

|:| {) psroomsigning-automation

(] B s
O® w

pp243621093610

app243621093610

Click on psroomsigning-
automation.

On the Shared Resources

Home

RG-PSRoomSigning » psroomsigning-automation

= psroomsigning-automation | Certificates =

Automation Account

[ search (ctrl+ | « f- Add a certificste () Refresh
section click Certificates. .

Shared Resources Name
(You need to scroll down | & Schedules AzureRunAsCertificate
for this) B Modules

& Modules gallery
Click on Add a certificate. | @ cyinon packages

Credentials

& Connections

=l Certificates

Jx Variables

Dalatad Darmssenns
Browse to the location = Add a certificate x
where you ran the
PSRoomSignin_CreateRes
ources.psl script, in that Name *
folder you should find a [ sve_roomsigning 2022 -
PFX file that contains the
authentication certificate Description
for the SPN.
Enter the password of the
PFX and select NO for Upload a certificate file (.cer,pfx) *
exportable. | "svc_roomsigning_2022.certlocal.pfx"
Note keep this certificate Password *
in a safe place. Leeeeeeed °
On the bottom click Exportable *
create. SRCEN o
On the Shared Resources | rem » reesioomsioning - parcamsigning-sutemtion |
section click Modules. B gz:gglzliigning-automation | Modules = -

« b addamodule () Update Azure modules () Leam about module updates B9 srowse gallery () Refrash

Click Browse gallery.

shared Resources

G

Name Last modified Status
B Modules

AuditpolicyDsc 9/20/2021, 3:08 PM Availat
& Modules gallery

Azure 9/20/2021, 2:59 PM Availat
@ python packages

Azure Storage 9/20/2021, 3:05 PM Availat

Credentizls

AzureRM.Automation 9/20/2021, 3:03 PM Availat
& Connections

AzureRM.Compute 9/20/2021, 3:03 PM Availat

Schedules

P search modules.

18



Search for and import
these modules:

e Az.accounts
e Az.websites
e Microsoft.Graph.

Authentication

e Microsoft.Graph.
Calendar

e Microsoft.Graph.
Users

If asked choose runtime
version 5.1.

Home > RG-PSRoomSigning > psroomsigning-automation

Browse Gallery

|,0 az.accounts ‘ ‘

Az.Accounts
Microsoft Azure PowerShell -
Resource Manager in Windows

hell Core,

=

Tags: Azure
Subscription P

on Environment

If you import them in this order, you should not have trouble with

Created by:
42408299 dow
Last updated: 9/7/2021

azure-sdk

oads

dependencies. If a dependency is already importing but still askes for

it, the import is not finished yet.

Scroll back up and click
on Runbooks.

Click on Create a runbook

2 psroomsigning-automation | Runbooks =

Automation Account

|f’ Search (Ctrl+/) | « = Create a runbook ] Import a runbook

E3 Browse gallery

o' Learn

& Overview |;) Search runbooks..

B Activitylog Name
Ao, Access control (IAM)

¢ Tags

AzureAutomationTutorial
AzureAutomationTutorialPython2
& Diagnose and salve problems AzureAutomationTutorialScript
Configuration Management
& Inventory

Change tracking

B state canfiguration (DSC)
Update management

Bl Update management
Process Automation

f2 Runbooks @

Authoring status
~ Published
~* Published

~ Published

Enter a name and select
the runbook type:
PowerShell

On the bottom click
Create.

If asked choose runtime
version 5.1.

® Create a runbook X

Mame * (@

| psraomsigning_rs01 o |

Runbook type * @

| PowerShell ~ |

Description
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Copy/Paste the
PSRoomSigning2022.psl
file.

In the Edit PowerShell
Runbook change the
parameters you want to
change.

Check the “Configuration
in PowerShell script”
section in the
Preparations chapter.

Make sure you enter the
correct SPN info, and the
Azure Environment
resources.

Click Save

Click the Test pane to test
the script.

> Edit PowerShell Runbook*

In the test pane, click
Start.

psroomsigning{utomation > psroomsigning_rs01 (psreomsigning-automation/psroomsigning_rs01)

D view last test

[> start

Parameters

No input parameters

Run Settings

Runon Azure @

@ Using a hybrid runbook worker
can increase test performance
Learn more

Activity-level tracing
This onfiguration s available only for
araphical runbocks.

Trace level

Edit

PowerShell Runbook
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The result should look
something like this.

If you get errors, check
the SPN info in the script,
check the certificate and
de API permissions of the
SPN. Also a wrong
resource groupname, or
webapp name can cause
errors.

Also check if all required
PowerShell modules are
imported.

Home > psroomsigning-automation > psroomsigning_rs01 (psroomsigning-automation/psroomsigning_rs01

= Test -
psroomsigning_rs01

D> start

Parameters

No input parameters

Run Settings

Runon Azure

@ Using a hybrid runbook warker
can increase test performance.

ore

Activity-level tracing
This configuration is availsble only for
graphical runbooks

Trace level

Edit PowerShell Runbook

{[AzurechinaCloud, AzureChinaCloud], [AzureCloud, AzureCloud], [AzureGermanCloud, AzureGermanCloud], [AzureUsGovernme...

After the test you should
see the roomsigning.html
in the wwwroot/rs01
folder.

[site/wwwroot/rs01/

Mame

W default.htm
2ljquery-3.6.0s

= psroomsigning_bg.png
& roomsigning.html

<
0Bof 1TTKBinDof4

Size

2KB
88 KB
22 KB
2KB

Changed

22-1-2022 1%:43
11-1-2022 16:59
24-9-2021 23:18
28-1-2022 22:20

FTP

:01:35

Rig
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Test Azure App Service

you App Service object.

You can copy out the URL
from this page or click
Browse to open the
website in your browser.

In Azure portal, browse to

Home
“» webapp243621093610 =
@
App Service
P Search (Ctrl+/) Cf Browse [ stop  Restart [ Delete () Refresh & Get publish profile ) Reset publish profile ---
® overview A Essentials JSON View
@ Activity log Resource group {cha URL
RG-PSROOMSigning hitps://webapp243621093610.azurewebsites.net
A2 Access control (1AM) Status Health Check
€ Tags Running N =2
Location

& Diagnose and solve problems West Europe

@ security

Subseription (change)

re No FTP/deployment user set

Events (praview)
FTP hostname

Deployment

Quickstart

If you have deleted the
hostingstart.html file you
will get this error.

Add the /rs01 to the url
and check again!

10.azurewebsites.net

You do not have permission to view this directory or page.

When you add the /rs01

the page should be e
. b 1 S
possible. © 31LOGI.AS Today's meetings
Amsterdam 14:00 - 15:00 Microsoft 365 migration Stefan Peters
Meeting Room 14:00 - 14:30 Conference Call Luke Skywalker
Eindhoven 15:30 - 17:00 Demo Azure Stefan Peters
19 september 2021
If the Webpage is as Home > webapp243621093610 > RG-PSReomSigning > psroomsigning-autemation > psroomsigning_rs01 (psreomsigning-automation/psrooms
Edit PowerShell Runbook
expected you need to 2 Fantrowe
i i . & publish EA Testpane <P Feedback
publish the script
> B CMDLETS i [
. > & RUNBOOKS 3 [PSRoomSighing2021.psi]
Go back to Edit i : )
POWEFShEH RunbOOk and 6 *** pay attention, script needs configuration in the script. *x
. . . 7 *** Read the instructions that came with this script or check ***
Cllck On Publlsh. Cllck yes 8 *** the website at https://www.microcloud.nl for information. ***
9 + o ¥ *x
to confirm. oo

12 # Environment
13 §SaveOnAzureAppService=§true # When True file is saved in App Service, otherw
14  # /Environment
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Azure Schedular

Although the Automation account allows scheduling the frequency is too long (minimum is 1 hour). |
recommend running the script every 2-5 minutes. Please adjust this to your needs.

In Azure Portal go to your
psroomsigning_rs01
runbook, in the
Resources section click
Webhooks and click Add
Webhook.

Home > psroomsigning-automation > psrcomsigning_rs01 (psroomsigning-automation/psroomsigning_rs01)

i1 psroomsigning_rs01 (psroomsigning-automation/psroomsigning_rs01) | Webhooks
Runbook

P search (Cirl+/) < { add webhook () Refresh (7' Learn more
Overview
a Name Expiration
@ Activity lo
e No webhooks found
¢ Tags

2 Diagnose and solve problems
Resources

% Jobs

@® schedules

i) Webhooks

Last trig

Name the Webhook,
enable it and choose an
expire date. Note this
date in your calendar for
updating.

Make sure you copy the
URL and paste it
somewhere safe; it will
not be shown again.

Click Create in the Add
Webhook section.

Home > psroomsigning-automation

= Add Webhook

Create a new webhook

> psSroomsigl [
L]

For security, after creating a

webhook its URL can't be viewed.

Make sure to copy it before

3 pressing "OK", and to store it
securely. Learn more

@ sterta runbook via a simple HTTP POST ta s URL

Webhook

Create new webhook

Parameters and run settings Name *

Meodify run settings (Default: Azure}

‘ rs01_webhook v

Enabled *
: Yes Mo )

Expires *
[ 09/25/2022

][ 20200 Pm |

URL @
‘ https://bf37a423-6bcd-4fdd-94ef-58cdd.. 1|

On the left menu click All
Services and search for
Logic Apps

Microsoft Azure L Search resources, services, and docs (G+/)

All services | All

T~ Create a resource

ﬁ Home

E4ll Dashboard

All logic app X

i i General
Click Logic apps. -
Compute i 8 oo ords: Logic Apps
 FAVORITES P Keywords: Logic Apps
- Networking = App proxy
Eii All resources Keywords: application
— Storage Function App

Click Add.

All services

Logic apps =

BLOGLABR (N - i ricrosoft.com)

Add 02 Manage view ~~ () Refresh = Open guery

| F'Iter for any field.. Subscription == all Resource group == all <

Showing 0 to 0 of 0 records.

Mame T
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Select the resource group
of your RoomSigning
components.
RG-PSRoomSigning

Type: Consumption

Name the logic app and
select your region.

Next.

Create Logic App

Basics  Tags Review + create

Create 2 logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources, Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
waorkflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription* (@ ‘ MSDN Azure ~ ‘
L Resource Group * (D ‘ RG-PSRoomsigning v ‘
Create new

Instance Details
Type * (®) consumption () Standard

@ Looking for the classic consumption create experience? Click here

Logic App name * ‘ logicapp_psroomsigning ~ ‘
Region * ‘ West Europe v ‘
Enable log analytics * Yes @ No

A Thereareno log analytics workspace resources in the selected subscription. In order to enable log analytics, either
create a new log analytics workspace resource or switch to a subscription which already has one.

Click Review + Create on
the bottom of the page.

Create Logic App

Basics Tags Review + create

Summary

Logic App
by Microsoft

—

Details

Subscription S
Resource Group RG-PSRoomSigning

Mame logicapp_psroomsigning

Region westeurope

Log analytics Disabled

When object is created
click on Go to resource.

Find the trigger
“Recurrence”

Click onit.

Start with a commaon trigger
Pick from one of the most commonly used triggers, then orchestrate any number of actions using the rich cc

When a message is When a HTTP
received in a Service request is received
Bus queue

Recurrence When a new email is

PN ; .
@ received in

Qutlook.com
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Default interval is 3
minutes.

All services >

Micrasoft. Web-LogicAppConsumption-Portal-52cb968b-8fa >

Logic Apps Designer

logicapp_psroomsigning >

save X Discard [> RunTrigger i Designer ¢/> Codeview [@] Parameters & Templates B Connectors 7 Help () Info
Change to your
requirements. FemeTE
* Interval *Frequency
; | [ vine v
Click on New step. [[50d rewparamere -
+ New step
Search for HTTP and
select the default green
HTTP button. .
el Choose an operation
O http
For You All Built-
HTTP Office 365
Outlook
4
Select method: POST . o -
*Method POST v
Paste the Webhook URL on 3423 Gt S
. automation.net/webhooks?
In the URI pa rt. token=k9QHrLrGQYRjtsG%2f327T59K3% 2bw3cQTRRoZwIILIqbc0I%3d
Add dynamic anteg Dynamic content  Expression
. Headers Enter key | Enter value | i
Cllck On Save. , NO DYNAMIC CONTENT AVAILABLE
Queries Enter key | Entervalue | | There is no content available
Body | Enter request content INCLUDING DYNAMIC CONTENT
- . If available, dynamic content is automatically generated from the
Coskie | Enter HTTP cookie connectors and actions you choose for your flow,
Add new parameter Dynamic content may also be added from other sources.
Learn more about dynamic content.

+ New step
To test if it works click on | Legic Apps Designer
Run Trigger. [5] save < Discard  [> RunTrigger s Designer </ Codeview [@] Parameters im Templstes [ Connectors 7 Help (D Info
°

E Recurrence \l/ 0s ‘

HTTP Oso‘
Check the FTP folder if edefamt.htr‘ﬁ 2KB  22-1-2022 19:43
the timestamp of [Bliquery-3.6.0.js BBKB  11-1-2022 16:50
roomsigning.html has =| psroomsigning_bg.png 22KB  24-9-202123:18
changed. If it did the € roomsigning.html 2KB  28-1-2022 22:24

trigger works!
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If you host multple
RoomSigning instances as
Runbook you can add
more Webhook HTTP
POSTS in the same logic
app, they will run on the
same interval.

All services

Logic Apps Designer

[> Run Trigger

Microsoft.Web-LogicAppConsumption-Portal-52cb968b-8f%a

¢/> Code view

logicapp_psroomsigning

[@) parameters ¥ Templates B2 Connectors

? Help @ Info

@ 1w Q

Recurrence

HTTP

HTTP 2

+ New step

PUBLIC Visibility

If you followed the instructions, you have an Azure App Service that will host your HTML files for the

PSRoomSigning. By default, the web service is open for the entire world to be viewed. You can
change this by following the next steps.

In Azure Portal browse to
your App Service.

In the Setting section click
on “Networking”

Next click on Access
restriction.

43 webapp243621093610 | Networking

Inbound Tratfic

Manage access and incoming services,

d P
o

More networking features.

Outhound Traffie

Set up calls to.app dependencies like

Outbound addresses
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Click on Add rule

Name the rule, give it a
priority number, and add
your PUBLIC IP of your
Office breakout internet.

Click Add rule.

Add as many PUBLIC IP
rules as you need.

All services > Resource groups > RG-PSRoomSigning 93610 >

S Access Restrictions

> webapp24

() Refresh

® Access Restrictions

Add Access Restriction x

General settings
Name @

[ officeonly v

Action

@D oy )

Access restrictions allow you to define lists of allowfdeny rules to contrel traffic ta your app. Rules are evaluatec

your app will accept traffic from any address. Learn more

Priority *

bapp 1093610 bsites.net  webapp243621093610.5em.azurewebsites.net
—+ add rule
[ eriority Name Source Endpoint status

[ 300 ]

Description

Source settings

HTTE qype

[1pva v

1P Address Block *

|aam 132 /‘

HTTP headers filter settings
X-Forwarded-Host (@

Ex. exampleCne.com, exampleTwo.com \

X-Forwarded-Fol

v4 or IP

[ erter CIDR addresses. |

X-Azure-FDID @

[ Enter Front Door or reverse proxies ids |

X-FD-HealthProbe O
[EX |

After creating this rule an
implicit Deny is added
automatically.

All services > Resource groups >

S Access Restrictions

RG-PSRoomSigning > webapp243621093610 >

O refresh

® Access Restrictions

Access restrictions allow you to define lists of allow/deny rules to control traffic to your app. Rules are evaluated in priority order. If there are no rules defined then your app will accept

traffic from any address, Learn more

@ create new rule X
Successfully added new rule

pp: ites.net bapp243621093610.5cm azurewebsites.net

+ Add e

[ eriority Name Source Endpoint status
[ =00 OfficeOnly 80.1.1.1/32

HTTP headers Action

@ wiow

Nt configured

Click on the
web243.scm.*** section
and enable “same
restrictions as web***”

All services » Resource groups » RG-PSRoombSigning

® Access Restrictions

'f_) Refresh

Access Restrictions

> webapp243621093610

Access restrictions allow you to define lists of allow/deny rules to control traffic to your app. Rules are evalu

traffic from any address. Learn more

webapp243621093610.azurewebsites.net

webapp243621093610.scm.azurewebsites.net

Same restrictions as webapp243621093610.azurewebsites.net
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Install on Windows Server

On your Windows Server where you want to run the script, install the PowerShell modules “Az” and
“Microsoft.Graph” on a recent and supported version of Windows. If you want to publish the result
on a webserver install 1IS or another webserver.

Commands to install the modules:

e Install-Module Az
e Install-Module Microsoft.Graph

Example folder structures for IIS webserver:

PowerShell Script WebServer
w i Local Disk (C:) w = Local Disk (C:)
inetpub v inetpub
PerflLogs W wwwroot
Program Files rs01
Program Files (x88) rs2
v scripts

v PSRoombSigning
scripts

webserver

C:\scripts\PSRoomSigning

\scripts
PSRoomSigning2022.ps1
PSRoomsigning_CreateResources.psl
C:\inetpub\wwwroot
\rs01
default.htm
psroomsigning_bg.png
jquery-3.6.0.js
roomsigning.html
Optional \rs02

default.htm
psroomsigning_bg.png
jquery-3.6.0.js
roomsigning.html

Copy the files you prepared earlier into the c:\inetpub\wwwroot\rs01 folder as shown in the above
table. Other folder structures are also possible, this is an example. The roomsigning.html is not in the
ZIP and will be created after running the PSRoomSigning2022.ps1 script for the first time.
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Configure the scheduled task
Open Task Scheduler. Actions

Task Scheduler Library -
E Create Basic Task...

Click “Create Basic Task...”

- Create Task...
QEI:;Lu:nJr‘c Task...
&4 Display All Running Tasks
@ Disable All Tasks History

] Mew Folder...
WView 2
|G Refresh

Help

Enter a name for the scheduled Create Basic Task Wizard

task. "] Create a Basic Task

Next Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Mame: PS RoemSigning RS0|
Finish

Description:

< Back Next » Cancel

Create Basic Task Wizard

Choose Daily, Next

}E Task Trigger

Create a Basic Task When do you want the task to start?
® Daily
Action
Weekl
Finish @
O Monthly
() Onetime

() When the computer starts
() Whenllog on

(C) When a specific event is logged

< Back Next > Cancel

29



Choose any start time, could be St s Tt s
just before business day, for 24/7 @ Daily
display start time doesn’t matter.

Create a Basic Task

reate 2 Basic Tasl Start: |B- a0 O+ | |13:59134 B | [ Synchronize across time zones
Trigger
Next. Recurevey. [ ] doys
Action

Finish

= Back Next = Cancel

Create Basic Task Wizard

Action

§| Action

Create a Basic Task

Start a program

What action do you want the task to perform?

Trigger
Next. Daily
@) Starta program
Finish (O Send an e-mail (deprecated)

() Display a message (deprecated)

< Back MNext = Cancel
Browse to the powershell.exe in 5 e el - oo
le Et Fomnst View bep
the folder: Ao arguments + —executionpoilcy bypass -File Cr\scripis\PSheomSigningscripts\PSRoonSigningZ022.pst
C:\Windows\System32\Windows | |
POWershe”\Vl,O\ Windows (CRLF) Ln3, Col 1 100%

Create Basic Task Wizard

@ Start a Program

In the Add Arguments type these
parameters
Create a Basic Task

-executionpolicy bypass -File Trager S

Daily ‘C:\Windnws\SystemHE\WindnwsinerShell\ﬂ D\powershell.exe | Browse..

Action
Followed by the full path to the Add arguments (optional):
Finish Startin (optional): l:l

script.

TIP: | usually prepare the paths
and parameters in notepad see
screenshot. That helps in getting
the commands and arguments in
first time right.

< Back Next > Cancel

Next.
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Enable “Open the Properties ...”

Finish.

Create Basic Task Wizard

‘@ Summary

Create a Basic Task
Trigger

Daily
Action

Start a Program

If you want to change the service
account, click “Change User or
Group.”

Change the radio buttons to:

“Run whether user is logged on
or not”

Highest privileges should not be
necessary.

@ PS5 RoombSigning RS01 Properties (Local Computer)

General Triggers Actions Conditions Settings History

Name: PS5 RoomSigning RS01

Description:

Trigger:  |Daly: At 13:59 every day ‘
Action: | Start a program; C:\Windows\System32\WindowsPowerShell\v1.0\powersh a\‘

Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule,

= Back Cancel

MName:

PS RoomSigning RS01

Location:  \

Author

Description:

Security options

[1 Hidden

When running the task, use the following user account:
I svc_psroomsigning

() Run only when user is logged on

(@ Runwhether user is logged on or not

[] Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

Configure for:

Change User or Group...

Windows Vista™, Windows Server™ 2008 w

oK Cancel

Click on the Triggers TAB, select
the Daily, click Edit... and enable
“Repeat task every:”

Change the selection to 5
minutes and if you want you can
change it even lower to 2
minutes.

Keep clicking OK until all settings
are saved. If prompted enter the
service account password.

General Triggers Actions Conditions Settings History

When you create a task, you can specify the conditions that will trigger the task.

EE
I- Daily

At 13:59 every day

o

resources

Status
Enabled

Edit Trigger

Beginthetask: |On a schedule v
Settings
O One time Start: [23- 9-2021 [~ | [13:59:34 21| [ Synchronize across time zenes
@ Daily
ey | Recneien: 1 ame
O Monthly

Advanced settings

[] Delay task for up ta

Repesttosk every ot
[ Stop all running tasks at end of repetition duration
[ Stop task if it runs longer than: 3 days

[ Expire: 23- 9-2022 14:07:35 <

Enabled

Cancel
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After at least one successful run
the folder should look like this.

default.htm

jquery-3.6.0.js
psroomsigning_bg.png
roomsigning.html (generated by
PowerShell script)

B ER-I0

File Home Share View

« v « Local Disk (C:) # inetpub > wwwroot » rsO1 v D

¥ Downloads A Name
b Music @ defauithim
&= Pictures (B jquery-3.6.0js
I8 Videos =| psroomsigning_bg.png
~ i, Local Disk () @ roomsigning.htmi
SRecycle.Bin
s Documents and Settings
v inetpub
custerr
history
logs
temp
v wwwroot
rs01
rs02
@ OneDrive
OneDriveTemp
PerfLogs
Program Files
Program Files (x26)

ProgramData

ditems

Search rs01 »
Date modified Type

Microsoft Edg

JavaScript Fild

PNG File
Microsoft Edg

Your IIS Manager could look like
this:

Make sure you comply to you
company security policies for
webserver like using a certificate
for https.

Q_E_] Internet Informaticn Services {I15) Manager
P

e | » WIN-REQJ33CPKJU » Sites » Default Web Site » rs01 »

File  View Help

Connections
€¢-d 2|8

& Start Page
~ 83 WIN-REQJ53CPKIU (WIN-REQIS3CPKIU\Administrator)
.;'* Application Pools

w @ Sites ]
v & Default Web Site S_&) \E
] rs0 Authentic... Compr
, ] rs02
> &
Output Requ

j rs01 Hot

Filter:
1
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Configure your display devices
You could use any device that can display this website like Linux, Android, or Windows.

Suggestions:

- Old tablet that connects via WiFi to the webserver.
- 0Old PC connected to a TV mounted on the lunchroom wall of your office.

You can also distribute the URL to your users or embed it on your intranet so your users can quickly
check if any meeting room is busy or not.

Windows 10 Client configuration

In the real world | have configured a Windows 10 client to autologin and autostart a webbrowser
with a special parameter to show the PSRoomSigning page. My favorite browser for this is Microsoft
Edge Chromium but any modern browser should work. For a Windows 10 client create a shortcut to
the EXE file of Microft Edge Chromium or copy the default shortcut to your startup folder.

Change the target with this line:
"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --kiosk "https://psroomsigning.bloglab.nl/rs01" --edge-kiosk-type=fullscreen

The kiosk parameters will autostart the browser fullscreen and lock the user interface of the
browser. It can only be stopped with ALT-F4 @

¥ Microsoft Edge Properties X

Security Deetails Previous Versions
General Shorteut Compatibility

- Microsoft Edge
2 :
Target type: Application

Target location: Application

Target: |adge.exer' —kiosk "hitps ffpsmomslgnlng.b\oglab.||

Start in | "C:\Program Files {(x86)Microsoft\Edge -ﬁppllcatlc|

Shortout key: | Mone |

Run: MNormal window =
Comment: | Browse the web |
Open File Location Change Icon... Advanced...

Cancel Apply

Example of the properties of the shortcut.

End of document.
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